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1
POLICY ENFORCEMENT FOR MULTIPLE
DEVICES USING AN AUDIENCE DEFINITION

BACKGROUND

Multiple system operators (MSOs) are now offering over-
the-top (OTT) services that deliver video to various devices.
For example, video can be delivered to smartphones, personal
computers, laptops, and tablet devices. This is in addition to
delivering the content traditionally through a cable network
(or other networks) to a television. Content providers provide
the content to the MSOs, which operate multiple systems. For
example, the MSO may operate different systems that can
provide content through the cable network and/or the Inter-
net. The MSO may provide the OTT services through the
Internet.

By providing over-the-top services, different devices may
be used by users. For example, previously, set top boxes were
used to receive and output the content on just televisions.
However, when using over-the-top services, a disparate set of
devices may be used by households. For example, one house-
hold may include a smartphone of a first type and another
household may include a smartphone of a second type and
also a tablet computer. This makes it hard to isolate and
control any content restrictions requested by the content pro-
viders. For example, a content provider may want to restrict a
TV show from being played on a certain type of device, such
asa'TV show should not be played on smartphones. The MSO
cannot efficiently determine which households include that
type of device and deauthorize the devices to play the content.

SUMMARY

In one embodiment, a method determines an audience rule
to be applied for delivering content. The audience rule speci-
fies an audience that is defined based on a combination of
device properties, content properties, and digital rights man-
agement (DRM) properties. A device group associated with a
group of devices is determined where devices in the device
group are associated with content authorization properties,
device properties, and digital rights management (DRM)
properties. The method then applies the audience rule to the
device group to determine any devices in the group of devices
in which a content authorization for a device should be altered
based on analyzing the content authorization properties,
device properties, and digital rights management (DRM)
properties of the device group and the combination of device
properties, content properties, and digital rights management
(DRM) properties of the audience rule.

In one embodiment, a non-transitory computer-readable
storage medium is provided containing instructions, that
when executed, control a computer system to be configured
for: determining an audience rule to be applied for delivering
content, wherein the audience rule specifies an audience that
is defined based on a combination of device properties, con-
tent properties, and digital rights management (DRM) prop-
erties; determining a device group associated with a group of
devices, wherein devices in the device group are associated
with content authorization properties, device properties, and
digital rights management (DRM) properties; and applying
the audience rule to the device group to determine any devices
in the group of devices in which a content authorization for a
device should be altered based on analyzing the content
authorization properties, device properties, and digital rights
management (DRM) properties of the device group and the
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2

combination of device properties, content properties, and
digital rights management (DRM) properties of the audience
rule.

In one embodiment, An apparatus is provided comprising:
one or more computer processors; and a computer-readable
storage medium comprising instructions for controlling the
one or more computer processors to be operable to: determin-
ing an audience rule to be applied for delivering content,
wherein the audience rule specifies an audience that is defined
based on a combination of device properties, content proper-
ties, and digital rights management (DRM) properties; deter-
mining a device group associated with a group of devices,
wherein devices in the device group are associated with con-
tent authorization properties, device properties, and digital
rights management (DRM) properties; and applying the audi-
ence rule to the device group to determine any devices in the
group of devices in which a content authorization for a device
should be altered based on analyzing the content authoriza-
tion properties, device properties, and digital rights manage-
ment (DRM) properties of the device group and the combi-
nation of device properties, content properties, and digital
rights management (DRM) properties of the audience rule.

The following detailed description and accompanying
drawings provide a more detailed understanding of the nature
and advantages of particular embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts an example of a system for controlling
content authorization according to one embodiment.

FIG. 2 depicts an example of a policy rule set according to
one embodiment.

FIG. 3 depicts an example of software code for a policy
rules set according to one embodiment.

FIG. 4 depicts an example of policy rules on the device
group level according to one embodiment.

FIG. 5 depicts an example of a system-level policy rules set
according to one embodiment.

FIG. 6 depicts a simplified flowchart of a method for defin-
ing policy rules at a device group level according to one
embodiment.

FIG. 7 depicts a simplified flowchart for policy rules defi-
nition at a system level according to one embodiment.

FIG. 8 depicts a simplified flowchart of a method for
enforcing policy rules at the device group level when a new
audience rule is added according to one embodiment.

FIG. 9 depicts a simplified flowchart of a method for
enforcing rules at a system level according to one embodi-
ment.

FIG. 10 depicts a simplified flowchart of a method for
enforcing policy rules when an authorization for content is
provided to a device group 106 according to one embodiment.

FIG. 11 depicts a simplified flowchart of a method for
policy rules enforcement when a device is added to a device
group according to one embodiment.

DETAILED DESCRIPTION

Described herein are techniques for a content authorization
system. In the following description, for purposes of expla-
nation, numerous examples and specific details are set forth in
order to provide a thorough understanding of particular
embodiments. Particular embodiments as defined by the
claims may include some or all of the features in these
examples alone or in combination with other features
described below, and may further include modifications and
equivalents of the features and concepts described herein.
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FIG. 1 depicts an example of a system 100 for controlling
content authorization according to one embodiment. System
100 includes sources 102, a head-end system 104, and device
groups 106. An MSO may be associated with head-end sys-
tem 104, which may provide content to devices in device
groups 106. For example, head-end 104 provides video
through an over-the-top (OTT) service. The over-the-top ser-
vice provides services via different delivery mechanisms. For
example, traditional service delivery may be through a cable
network to a set-top box. The OTT service delivery may
deliver content through the Internet, such as through hyper-
text transfer protocol (HTTP) live streaming (HLS) and
video-on-demand (VOD). The OTT service delivery may
stream content or may provide a file download with progres-
sive playback.

Device groups 106 may include a variety of heterogeneous
devices, such as cellular phones, smartphones, tablet devices,
personal computers, and laptop computers, that can play con-
tent. In one embodiment, a device group 106 is associated
with a discrete entity, such as a household account, which
may be a grouping used by the MSO for accounting purposes.
Also, the devices in device group 106 may be heterogeneous
devices in that they may be associated with different configu-
rations. For example, smartphones include smaller screens
than tablet devices. In some cases, a content provider may not
want content displayed on smartphones because the content
provider may not think the content is properly viewed on the
smaller screen. However, the content provider may allow the
content to be viewed on tablet devices. Because different
households may include different devices, particular embodi-
ments are used to restrict content authorization on other
devices in device groups 106.

An audience rule manager 108 allows an MSO to define an
audience that is used to restrict content access on devices in
device groups 106. The audience may be a definition that is
used to specify a segment of a device population. For
example, the audience is defined by a combination of device
properties, content properties, and digital rights management
(DRM) properties.

Audience rule manager 108 applies policy rules to a
defined audience. An audience list may be generated that
includes multiple audience members and is used to build a
policy rule set. Sources 102 may provide information that is
used to determine the policy rules. For examples, sources 102
may provide information on device properties, content prop-
erties, and also digital rights management (DRM) properties.
Also, sources 102 may be the content providers. In this case,
the content providers are providing definitions on which audi-
ence segment content should be restricted.

In one example, a policy rule that is applied to an audience
may state, in plain language, “No HBO™ on Droid™
phones”. In this case, audience rule manager 108 determines
that a device group X is authorized to receive HBO™. Then,
audience rule manager 108 determines that device group X
contains a Droid Phone device Y. Additionally, audience rule
manager 108 determines that Droid device Y is running both
DRM system 1 and DRM system 2. Audience rule manager
108 then deauthorizes device Y for HBO with both the DRM
system 1 and DRM system 2.

Policy rules may be supported at a system level that applies
to all device groups by default or at a device group level that
applies only to a single device group. The device group level
policy may supersede any conflicting system level rules. In
other examples, the hierarchy of policy rules may be applied
differently at the system level and the device group level. An
example of the rules hierarchy may be an MSO wishes to
up-sell the OTT service by allowing subscribers to purchase
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the right to play back content on additional devices. For
example, a system rule is 5 devices maximum allowed per
device group and a device group rule is 10 devices for sub-
scribers who pay $5 per month extra. Also, an MSO or content
provider may wish to charge extra for OTT playback of
devices that can deliver a better viewing experience. For
example, a system rule may be to disallow HBO™ on smart
televisions and a device group rule may be to allow HBO™ on
smart TVs for subscribers who pay $3 per month extra.
Another rule may be an MSO wishes to test a new device type
via market trial before supporting it nationally. A system rule
may be to disallow HBO™ on tablet devices and a device
group rule is to allow HBO™ on tablet devices for subscribers
in a trial market of Philadelphia.

FIG. 2 depicts an example of a policy rule set 202 accord-
ing to one embodiment. Policy rule set 202 may include
simple rules 204 and an audience list 206. Simple rules 204
may be rules that are not directed to an audience. For example,
rules 204 are not dependent on device properties or content
authorizations. In one example, a rule may state “a maximum
number of devices allowed per device group is 5”. Although
simple rules are described, simple rules may not be required.

An audience rule 209 describes a subset of a viewing
population. For example, the audience may be “Droid™
phones watching HBO™”_ “Droid3s watching HBO™ or
Cinemax”, “Droid3s watching anything”, “Droid3s using
PlayReady DRM”, or “HBO™ and Cinemax” on any
device”. When coupled with a directive 208, a policy rule is
formed. For example, the policy rule may be “Disallow
HBO™ on Droid phones”, Cinemax on Droid3s, and Show-
time using PlayReady DRM". Directive 208 may define a
restriction, such as disallow or allow, that states the nature of
the audience rule.

Audience list 206 includes a set of audience rules 209.
Each audience rule 209 includes one or more device property
IDs 210, content IDs 212, and/or DRM Provider IDs 214.
Each audience list 206 includes one or more audience rules
209 and a directive 208.

An audience rule 209 may define a segment of a device
population. For example, the segment is defined by a combi-
nation of device property identifiers (IDs) 210, content IDs
212, and DRM provider IDs 214. The IDs may be considered
properties for devices, content, or DRM. The device property
IDs may refer to a device property defined in the system. For
example, the device property may be a make, model, operat-
ing system (OS), or other device attribute, e.g., “Motorola”,
“Droid3™” or “Android™”. Devices may be associated with
device property IDs at or after the time of definition in system
100.

A content ID refers to content provided by system 100. For
example, the content ID may be a service, such as video-on-
demand, or another offering managed by system 100. The
content ID may also identify content, such as HBO™ or a
media program. The content ID may be a service handle,
package handle, or asset ID.

A DRM provider ID 214 refers to a DRM provider sup-
ported by the system. When a DRM provider is referred to, the
DRM provider may be atype of DRM that is used. Also, it will
be understood that a company may provide many different
types of DRM. DRM provider ID 214 may, but need not be, in
a string format (e.g., “SecureMedia™” or “Widevine™”),
and correlates to DRM information associated with a device.
A DRM provider system on a device is used to restrict content
access. For example, content access is restricted by configur-
ing settings in the DRM provider system.

In one embodiment, at least one of a device property 1D
210, acontent ID 212, or a DRM provider ID 214 is present in
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an audience rule. When no device property IDs 210 are
present, the rule may apply to all device types. Also, when no
content IDs 212 are present, a rule may apply to all content
authorizations. Further, when no DRM provider ID 214 is
present, the rule may apply to all DRM providers. Variations
of'the above may also be appreciated. Thus, an audience rule
may not specify a device property ID 210, a content ID 212,
and a DRM provider ID 214, but can be interpreted to apply
device property IDs 210, content IDs 212, and DRM provider
1Ds 214 to the audience rule.

The above data forms an audience rule that can be used to
apply to the system level or device level. In one example, an
audience rule may state disallow [directive] HBO™ [content
ID] and Cinemax™ [content ID] on Droid™ phones [device
property ID] running iOS4 [device property ID]| with
PlayReady™ DRM [DRM provider ID].

In conclusion, a policy rule 202 set may include 0 . . . n
simple rules 204. Also, policy rule set 202 includes 0. . . 1
audience lists 206. Audience list 206 may list 1 . . . naudience
rules 209. In one embodiment, exactly one directive 208 is
associated with an audience list 206. Directive 208 is applied
to all audience rules 209 in audience list 206. 0 . . . n device
property IDs, content IDs, and DRM provider IDs may be
associated with audience rule 209.

FIG. 3 depicts an example of software code for a policy
rules set according to one embodiment. Although extensible
markup language (XML) is used, other languages may be
provided. At302, a policy rules set is defined. At 304, a simple
rule 204 is defined. Simple rule 204 may be “a maximum
number of devices in a device group is 5”. At306, an audience
list 206 is defined. Audience list 206 includes directive 208 of
“disallow” that is shown at 308.

Multiple audience rules 209 are then listed for audience list
206. Each audience rule 209 may be based on a combination
of device property 1Ds 210, content IDs 212, and DRM pro-
vider IDs 214. For example, an audience rule 209-1 includes
a device property ID 210 of “300” and a content ID of “LIN-
EAR Auth handle=100000" type="package”. This may iden-
tify a device type and content type. The audience may also
apply to all DRM systems because a DRM system is not
included. Additionally, an audience rule 209-2 includes a
device property 1D 210 of “500” and a DRM provider ID 214
of “DRMProviderRef id=PlayReady”. This may identify a
device type and DRM system. The audience may also apply to
all content because a content ID is not included.

Policy rules may be set up on the device group level and
system level. The policy rules set may be associated with a
system, a device group, or both. Rules in a device group may
override rules at the system level if rules conflict.

FIG. 4 depicts an example of policy rules on the device
group level according to one embodiment. The policy rules
may only apply to devices and content authorizations associ-
ated with a device group 106. For example, the devices are the
registered devices in a single device group 106, such as a
household. The content authorizations are which content a
device group 106, such as a household, is authorized to view.
For example, a household may subscribe to HBO™.

Device group 106 includes content ID 212, which repre-
sents an authorization for content, such as a service, package,
VOD asset, or other offering for the household. 0. . . n content
1Ds 212 may be associated with device group 106. A device
404 represents a device that can receive content. For example,
device 404 may be a customer premise equipment (CPE)
device. 0 . . . n devices 404 may be associated with device
group 106.

A device property ID 406 within each device 404 describes
the device type. These are devices associated with a house-
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hold. Device property 1D 406 may refer to a type defined in
system 100, which may be a make, model, OS, or other
attribute. 0 . . . n device property IDs 406 may be associated
with device 404.

A DRM provider 408 contains data necessary to administer
device 404 with its supported DRM systems. For example, a
given device 404 may support both SecureMedia and Wide-
vine DRM. In this case, two DRM providers 408 are associ-
ated with device 404. DRM provider data may include a
unique device ID, key information, activation information,
registration data, or other data. 1 ... n DRM providers 408
may be associated with device 404.

Policy rules set 202 may be associated with device group
106. These are the different policy rules that apply to a spe-
cific device group 106.

FIG. 5 depicts an example of a system-level policy rules set
according to one embodiment. Rules in the system-level con-
text may be superseded by rules in the device-group context
when there is a conflict. In the system level, policy rules may
be applied to all devices and content authorizations in system
100 by default. In one embodiment, a system is an application
server whose scope is limited only by the functional capabili-
ties of its hardware and software. For example, a system may
support up to 10 million device groups 106 and an MSO may
have 5 systems to serve a region. In one embodiment, exactly
one policy rules set is associated with a system.

In system 500, device group 106 is a set of content autho-
rizations, devices, policy rules, and supporting data required
for the MSO to manage an account. For example, device
group 106 may be, but not necessarily, associated with a
subscriber or household. System 500 may contain 0 . . . n
device groups 106.

Policy Rules Definition

Policy rules may be first defined and then enforced. The
policy rule definition process will first be described. FIG. 6
depicts a simplified flowchart 600 of a method for defining
policy rules at a device group level according to one embodi-
ment.

At 602, audience rule manager 108 adds a device group 106
to system 100. Device group 106 may be a household. For
example, a household may initiate an account with the MSO.

At 604, devices are added to device group 106. For
example, the devices associated with the household may be
added to device group 106. In one example, a household may
include two different types of smartphones, a tablet computer,
and a laptop computer. At 606, audience rule manager 108
adds content authorizations to device group 106. The content
authorizations may be which content the household is autho-
rized to receive. For example, the household may subscribe to
HBO™. At 608, audience rule manager 108 adds simple
policy rules 204 to device group 106. For example, simple
policy rules 204 are not dependent on an audience, such as
device properties, DRM providers, or the content authoriza-
tions.

At 610, audience rule manager 108 adds device properties
to the devices. For example, the device properties may
include device property IDs 406. This defines the device type
for the devices of the household.

At 612, audience rule manager 108 adds DRM providers
408 to devices 404. For example, the DRM provider struc-
tures that are used by the devices of the household are added.
At 614, audience rule manager 108 then adds audience rules
to device group 106 that restrict content authorizations per
device type and DRM provider.
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FIG. 7 depicts a simplified flowchart 700 for policy rules
definition at a system level according to one embodiment. At
702, audience rule manager 108 loads supported DRM pro-
viders. These are the DRM providers that are supported by
system 100.

At 704, audience rule manager 108 adds content to system
100. For example, this is the content that is provided by the
MSO using OTT services.

At 706, audience rule manager 108 adds device properties
to system 100. For example, the device properties may be
device property IDs 406 that are supported by system 100. At
708, audience rule manager 108 adds simple policy rules to
system 100. These are policy rules that apply at the system
level. At 710, audience rule manager 108 adds audience rules
to system 100 that restrict content authorization per device
type and DRM provider at the system level.

Policy Rules Enforcement

Policy rules may be enforced at the device level and the
system level. FIG. 8 depicts a simplified flowchart 800 of a
method for enforcing policy rules at the device group level
when a new audience rule is added according to one embodi-
ment. At 802, audience rule manager 108 applies a new audi-
ence rule to device group 106. The new audience rule may be
“No HBO on Droid phones” for a household. At 804, audi-
ence rule manager 108 determines if device property IDs 210
are defined in the audience rule. If device property IDs 210 are
not defined, at 806, this audience rule applies to all devices in
device group 106. If device property IDs 210 are defined in
the audience rule, at 808, audience rule manager 108 uses
directive 208 and device property 1Ds 210 in the audience
rule, and the devices in device group 106 to identify the
affected devices in device group 106. For example, audience
rule manager 108 determines devices of a certain device type
used by the household.

At 810, audience rule manager 108 determines if DRM
provider IDs 214 are defined in the audience rule. If no DRM
provider IDs 214 are defined, this audience rule applies to all
DRM providers on all devices in device group 106. If DRM
provider IDs 214 are defined, then at 814, audience rule
manager 108 uses directive 208 and DRM providers [Ds 214
in the audience rule, and devices in device group 106 to
identify on the affected devices. For example, if a device
include any DRM providers that are associated with the DRM
provider IDs, this device is affected.

At 816, audience rule manager 108 determines if content
1Ds 212 are defined in the audience rule. If content IDs 212
are not defined, then at 818, audience rule manager 108 deter-
mines this rule applies to all content authorizations in device
group 106.

If content IDs 212 are defined, at 820, audience rule man-
ager 108 uses directive 208 and content IDs 212 in the audi-
ence rule and device group 106 to identify affected content
authorizations. For example, the content that is authorized for
device group 106 is compared to determine if the content
authorized is associated with any content IDs 212 in the
audience rule.

At 822, audience rule manager 108 determines if this
device group 106 contains affected devices, DRM providers,
and content. If not, the process ends. If so, at 824, audience
rule manager 108 applies the necessary content authorization
changes with each DRM provider on each affected device.
For example, audience rule manager 108 may deauthorize
some devices in device group 106 to receive content. In one
example, a household may subscribe to HBO. However, a
content provider may not want the household to view HBO on
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mobile devices. Thus, a mobile device is deauthorized from
viewing HBO in the household.

FIG. 9 (shown FIGS. 9A and 9B) depicts a simplified
flowchart 900 of a method for enforcing rules ata system level
according to one embodiment. At 902, audience rule manager
108 applies a new audience rule at the system level in system
100. At 904, audience rule manager 108 determines if device
property IDs 210 are defined in the audience rule. At 906, if
device property IDs 210 are not defined, the rule applies to all
devices in all device groups 106. At 908, if device property
IDs 210 are defined, audience rule manager 108 uses the
directive and device property IDs in the audience rule, and
devices to identity affected devices in all device groups 106.

At 910, audience rule manager 108 determines ifany DRM
provider IDs 214 are defined in the audience rule. If no DRM
provider IDs 214 are defined, at 912, this audience rule
applies to all DRM providers on all devices in system 100. At
914, if DRM provider IDs 214 are defined, audience rule
manager 108 uses the directive and DRM providers in the
audience rule and all devices to identify DRM providers on
affected devices in all device groups 106. This determines
devices that may include the DRM providers defined.

At 916, audience rule manager 108 determines if any con-
tent IDs 212 are defined in the audience rule. If no content IDs
212 are defined, at 918, this audience rule applies to all
content authorizations. At 920, if content IDs 212 are defined,
audience rule manager 108 uses the directive and content IDs
in the audience rule and device groups 106 to identify affected
content authorizations in all device groups 106.

At 920, audience rule manager 108 identifies the set of
device groups 106 that contain affected devices, DRM pro-
viders, and content authorizations. At 922, for each affected
device group 106, audience rule manager 108 determines if
the new audience rule conflicts with a device-group rule. For
example, the device-group rules may override the system-
level rules. At 924, audience rule manager 108 identifies the
set of device groups 106 with no conflicts. At 926, audience
rule manager 108 determines any device groups 106 still
affected by this rule. If there are none, the process ends. If
some device groups 106 are affected, at 928, audience rule
manager 108 applies the necessary content authorization
changes with each affected DRM provider on the affected
devices in all affected device groups 106.

In addition to adding new audience rules, the policy rules
may be enforced when new content is applied or when a
device is added to a device group 106. FIG. 10 (shown as
FIGS. 10A and 10B) depicts a simplified flowchart 1000 of a
method for enforcing policy rules when an authorization for
content is provided to a device group 106 according to one
embodiment. At 1002, audience rule manager 108 applies a
new content authorization to device group 106. For example,
a household may order a new subscription to Cinemax.

At 1004, audience rule manager 108 applies simple rules at
the device group level. For example, the simple rules may
determine if devices in device group 106 are authorized to
consume the content. For example, a simple rule may be “no
more than 100 service authorizations permitted for this device
group”. If this new content authorization is a linear service
(e.g. HBO), and the device group is already authorized for
100 services, the content authorization would be discarded.
At 1006, audience rule manager 108 determines if the new
authorization is still permitted. If not, the process ends. If the
new authorization is still permitted, at 1008, audience rule
manager 108 applies non-conflicting simple rules at the sys-
tem level. For example, a system-level rule states “no more
than 50 VOD asset authorizations permitted”. This rule does
not conflict with the prior device group rule (100 services
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allowed), and it is applied here. Then, because this use case is
a service authorization, and not a VOD authorization, the rule
does not restrict the content. At 1010, audience rule manager
108 determines if a new authorization is still permitted. If the
new authorization is not permitted, the process ends. If the
new authorization is still permitted, at 1012, audience rule
manager 108 matches a content ID in the new authorization to
audience rules at the device group level. For example, audi-
ence rule manager 108 determines if any audience rules at the
device group level are associated with the content ID. At
1014, audience rule manager 108 determines if there are any
relevant audience rules. If so, at 1016, audience rule manager
108 uses directive 208, device property IDs 210, content IDs
212, and DRM provider IDs 214 in the relevant audience rules
to identify DRM providers on devices in device group 106
that are not permitted to view this content. This may deter-
mine that a smartphone may not be able to view this content.
At 1018, audience rule manager 108 determines if there are
any DRM providers on any devices in this device group 106
still permitted to view the content. If not, the process ends.

If there are devices permitted, at 1020, audience rule man-
ager 108 matches the content ID in the new content authori-
zation to non-conflicting audience rules at the system level.
Since there are devices in device group 106 that are autho-
rized to view the new authorized content, the system level is
checked next to see if the content is restricted by a system
level rule.

At 1022, audience rule manager 108 determines any rel-
evant audience rules at the system level. If there are relevant
rules, at 1024, audience rule manager 108 uses the directive
208, device property 1Ds 210, and DRM provider IDs 214 in
the relevant audience rules to identify DRM providers in
device group 106 that are not permitted to view this content.
At 1026, audience rule manager 108 determines if there are
any DRM providers on any devices in device group 106 still
permitted to view the content. If not, the process ends. Ifso, at
1028, audience rule manager 108 applies the new content
authorizations to the permitted devices with each permitted
DRM provider. Accordingly, the process determined for the
new content authorization if any devices in device group 106
are permitted to view the new content and adjusted the content
authorization to allow these new devices to consume the new
content.

FIG. 11 (shownas FIGS. 11A and 11B) depicts a simplified
flowchart 1100 of a method for policy rules enforcement
when a device is added to device group 106 according to one
embodiment. At 1102, audience rule manager 108 adds a new
device to device group 106. For example, a subscriber may
purchase a new Droid phone and add the new Droid phone to
device group 106. The process then determines which content
authorizations this new device should be authorized for. At
1104, audience rule manager 108 applies simple rules at the
device group level. At 1106, audience rule manager 108 deter-
mines if the device is still permitted. If not, the process ends.
For example, the new device may not be authorized for any
content. If the device is still permitted, at 1108, audience rule
manager 108 applies non-conflicting simple rules at the sys-
tem level. At 1110, audience rule manager 108 determines if
the device is still permitted. If not, the process ends and no
new content authorizations are provided.

At 1112, audience rule manager 108 stores a device asso-
ciation to device group 106. At 1114, audience rule manager
108 registers the device with the associated DRM providers
that require device registration. At 1116, audience rule man-
ager 108 matches device property IDs 210 and DRM provider
IDs 214 in the new device to audience rules at the device
group level. At 1118, audience rule manager 108 determines
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if there are any relevant audience rules. If so, at 1120, audi-
ence rule manager 108 uses the directive, device property IDs
210, and DRM provider IDs 214 in relevant audience rules to
identify prohibited content on specific DRM providers in the
new device.

At 1122, audience rule manager 108 determines if any
content in device group 106 is still permitted on DRM pro-
viders in the new device. If not, the process ends. If so, (this
step is also performed if there were not any relevant audience
rules at 1118), at 1124, audience rule manager 108 matches
device property IDs 210 and DRM provider IDs 214 in the
new device to non-conflicting audience rules at the system
level. At 1126, audience rule manager 108 determines if there
are any relevant audience rules at the system level. If so, at
1128, audience rule manager 108 uses directive 208, device
property IDs 210 and DRM provider IDs 214 and relevant
audience rules to identify prohibited content on specific DRM
providers in the new device. At 1130, audience rule manager
108 determines if any content is still permitted on DRM
providers in the new device. If so, (this step is also performed
if there are no relevant audience rules at 1126), at 1132,
audience rule manager 108 authorizes the device for the per-
mitted content with each permitted DRM provider.

Accordingly, the audience definitions and audience list
definitions are used to enforce policy rules that limit content
in viewership based on content offering, device type, or con-
tent offering plus device type. The method of applying simple
rules and audience rules may apply to either the system or
device group rules.

Particular embodiments may be implemented in a non-
transitory computer-readable storage medium for use by or in
connection with the instruction execution system, apparatus,
system, or machine. The computer-readable storage medium
contains instructions for controlling a computer system to
perform a method described by particular embodiments. The
instructions, when executed by one or more computer pro-
cessors, may be operable to perform that which is described in
particular embodiments.

Asused in the description herein and throughout the claims
that follow, “a”, “an”, and “the” includes plural references
unless the context clearly dictates otherwise. Also, as used in
the description herein and throughout the claims that follow,
the meaning of “in” includes “in”” and “on” unless the context
clearly dictates otherwise.

The above description illustrates various embodiments
along with examples of how aspects of particular embodi-
ments may be implemented. The above examples and
embodiments should not be deemed to be the only embodi-
ments, and are presented to illustrate the flexibility and advan-
tages of particular embodiments as defined by the following
claims. Based on the above disclosure and the following
claims, other arrangements, embodiments, implementations
and equivalents may be employed without departing from the
scope hereof as defined by the claims.

What is claimed is:

1. A method comprising:

determining an audience rule to be applied for delivering
content, wherein the audience rule specifies an audience
that is defined based on a combination of device prop-
erties, content properties, and digital rights management
(DRM) properties;

determining a device group associated with a group of
devices, wherein devices in the device group are associ-
ated with content authorization properties, device prop-
erties, and digital rights management (DRM) properties;
and
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applying, by a computing device, the audience rule to the
device group to determine any devices in the group of
devices in which a content authorization for a device
should be altered based on analyzing the content autho-
rization properties, device properties, and digital rights
management (DRM) properties of the device group and
the combination of device properties, content properties,
and digital rights management (DRM) properties of the
audience rule,
wherein the altering determination for a device is deter-
mined when the group of devices is changed so that they
have content associated with a different DRM property,
content authorization properties, or device properties,

wherein the altering determination is made after the DRM
properties are initially established when the DRM prop-
erties are later modified, and are further made prior to
receipt of a request for play of content by a device in the
group of devices; and
wherein determining if affected content authorizations
should be altered in the affected device groups com-
prises:
determining if the audience rule added at the system
level conflicts with any audience rules at a device
group level for the affected device group; and
not altering content authorizations for any affected
device groups if the audience rule at the system level
conflicts with any audience rules at the device group
level.
2. The method of claim 1, wherein applying the audience
rule comprises altering the content authorization, or de-au-
thorizing a current content authorization for the device.
3. The method of claim 1, wherein applying the audience
rule comprises changing the DRM properties on the device to
alter the content authorization.
4. A non-transitory computer-readable storage medium
containing instructions, that when executed, control a com-
puter system to be configured for:
determining an audience rule to be applied for delivering
content, wherein the audience rule specifies an audience
that is defined based on a combination of device prop-
erties, content properties, and digital rights management
(DRM) properties;

determining a device group associated with a group of
devices, wherein devices in the device group are associ-
ated with content authorization properties, device prop-
erties, and digital rights management (DRM) properties;
and
applying the audience rule to the device group to determine
any devices in the group of devices in which a content
authorization for a device should be altered based on
analyzing the content authorization properties, device
properties, and digital rights management (DRM) prop-
erties of the device group and the combination of device
properties, content properties, and digital rights man-
agement (DRM) properties of the audience rule,

wherein the altering determination for a device is deter-
mined when the group of devices is changed so that they
have content associated with a different DRM proper-
ties, content authorization properties, or device proper-
ties,

wherein the altering determination is made after the DRM

properties are initially established when the DRM prop-
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erties are later modified, and are further made prior to
receipt of a request for play by a device in the group of
devices;

wherein determining if affected content authorizations

should be altered in the affected device groups com-

prises:

determining if the audience rule added at the system
level conflicts with any audience rules at a device
group level for the affected device group; and

not altering content authorizations for any affected
device groups if the audience rule at the system level
conflicts with any audience rules at the device group
level.

5. The non-transitory computer-readable storage medium
of claim 4, wherein applying the audience rule comprises
altering the content authorization, or de-authorizing a current
content authorization for the device.

6. The non-transitory computer-readable storage medium
of claim 4, wherein applying the audience rule comprises
changing the DRM properties on the device to alter the con-
tent authorization.

7. An apparatus comprising:

one or more computer processors; and

a computer-readable storage medium comprising instruc-

tions, that when executed, control the one or more com-
puter processors to be configured to:
determining an audience rule to be applied for delivering
content, wherein the audience rule specifies an audience
that is defined based on a combination of device prop-
erties, content properties, and digital rights management
(DRM) properties;

determining a device group associated with a group of
devices, wherein devices in the device group are associ-
ated with content authorization properties, device prop-
erties, and digital rights management (DRM) properties;
and

applying the audience rule to the device group to determine

any devices in the group of devices in which a content
authorization for a device should be altered based on
analyzing the content authorization properties, device
properties, and digital rights management (DRM) prop-
erties of the device group and the combination of device
properties, content properties, and digital rights man-
agement (DRM) properties of the audience rule,
wherein the altering determination for a device is deter-
mined when the group of device is changed so that they
have content associated with a different DRM proper-
ties, content authorization properties, or device proper-
ties,
wherein the altering determination is made after the
DRM properties are initially established when the
DRM properties are later modified, and are further
made prior to receipt of a request for play by a device
in the group of devices;
wherein determining if affected content authorizations
should be altered in the affected device groups com-
prises:
determining if the audience rule added at the system
level conflicts with any audience rules at a device
group level for the affected device group; and
not altering content authorizations for any affected device
groups if the audience rule at the system level conflicts with
any audience rules at the device group level.
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